UNIT-I

WEB TECHNOLOGY

What is The Internet?

The Internet is a massive network of networks, a networking infrastructure. It connects millions of computers together globally, forming a network in which any computer can communicate with any other computer as long as they are both connected to the Internet. Information that travels over the Internet does so via a variety of languages known as protocols.

World Wide Web:-
The World Wide Web, abbreviated as WWW and commonly known as the Web, is a system of interlinked hypertext documents accessed via the Internet. With a web browser, one can view web pages that may contain text, images, videos, and other multimedia and navigate between them via hyperlinks.

or
The World Wide Web, or simply Web, is a way of accessing information over the medium of the Internet. It is an information-sharing model that is built on top of the Internet. The Web uses the HTTP protocol, The Web also utilizes browsers, such as Internet Explorer or Firefox, to access Web documents called Web pages that are linked to each other via hyperlinks. Web documents also contain graphics, sounds, text and video.

WEB BROWSER:-A web browser or Internet browser is a software application for retrieving, presenting, and traversing information resources on the World Wide Web.

HYPERTEXT:- Hypertext is text displayed on a computer or other electronic device with references (hyperlinks) to other text that the reader can immediately access, usually by a mouse click or key press sequence. Apart from running text, hypertext may contain tables, images and other presentational devices. 

WEB-PAGE:- A web page or webpage is a document or information resource that is suitable for the World Wide Web and can be accessed through a web browser and displayed on a monitor or mobile device. This information is usually in HTML or XHTML format, and may provide navigation to other web pages via hypertext links. 
WEB-SITE:- A website (also spelled Web site) is a collection of related web pages, images, videos or other digital assets that are addressed relative to a common Uniform Resource Locator (URL), often consisting of only the domain name (or, in rare cases, the IP address) and the root path ('/') in an Internet Protocol-based network. A web site is hosted on at least one web server, accessible via a network such as the Internet or a private local area network.

What You Need to Build a Website

1) Domain Name
The domain name creates the address of your site.  So, mywebsite.com would be an example of a domain name. 

EX:-
.name - Personal Web sites

.org -     Non-profit organizations (commonly used for other things)

.com -   Commercial, for-profit businesses (commonly used for everything)

.edu -    4-year, degree-granting colleges/universities (schools, libraries,)

2) Web Host
A website cannot exist without a web host.  This is the company that houses your files and provides the environment for you to create and save pages to the Internet.

3) Web Building Software (Optional)

Some web hosts provide website building tools so you do not need any additional software

PROTOCOL GOVERNING WEB
Below is a list of protocols used for the world wide web:

ARP: Address Resolution Protocol
DHCP: Dynamic Host Configuration Protocol
DNS: Domain Name Service
DSN: Data Source Name
FTP: File Transfer Protocol
HTTP: Hypertext Transfer Protocol
IMAP: Internet Message Access Protocol
ICMP: Internet Control Message Protocol
IDRP: ICMP Router-Discovery Protocol
IP: Internet Protocol
IRC: Internet Relay Chat Protocol
POP3: Post Office Protocol version 3
PAR: Positive Acknowledgment and Retransmission
RLOGIN: Remote Login
SMTP: Simple Mail Transfer Protocol
SSL: Secure Sockets Layer
SSH: Secure Shell
TCP: Transmission Control Protocol
TELNET: TCP/IP Terminal Emulation Protocol
UPD: User Datagram Protocol
UPS: Uninterruptible Power Supply


1. HTTP:- HTTP stands for Hypertext Transfer Protocol is a networking protocol for distributed, collaborative, hypermedia information systems.HTTP is the foundation of data communication for the World Wide Web.

It is an TCP/IP based communication protocol which is used to deliver virtually all files and other data, collectively called resources, on the World Wide Web. These resources could be HTML files, image files, query results, or anything else.

A browser is works as an HTTP client because it sends requests to an HTTP server which is called Web server. The Web Server then sends responses back to the client. The standard and default port for HTTP servers to listen on is 80 but it can be changed to any other port like 8080 etc.

There are three important things about HTTP of which you should be aware:

· HTTP is connectionless: After a request is made, the client disconnects from the server and waits for a response. The server must re-establish the connection after it process the request.

· HTTP is media independent: Any type of data can be sent by HTTP as long as both the client and server know how to handle the data content. How content is handled is determined by the MIME specification.

· HTTP is stateless: This is a direct result of Https being connectionless. The server and client are aware of each other only during a request. Afterwards, each forgets the other. For this reason neither the client nor the browser can retain information between different requests across the web pages.

Following diagram shows where HTTP Protocol fits in communication:
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2. TCP/IP:- 

· TCP/IP is the communication protocol for communication between computers on the Internet.
· TCP/IP stands for Transmission Control Protocol / Internet Protocol.
· TCP/IP defines how electronic devices (like computers) should be connected to the Internet, and how data should be transmitted between them.

Inside TCP/IP

Inside the TCP/IP standard there are several protocols for handling data communication:

· TCP (Transmission Control Protocol) communication between applications

· UDP (User Datagram Protocol) simple communication between applications

· IP (Internet Protocol) communication between computers

· ICMP (Internet Control Message Protocol) for errors and statistics

· DHCP (Dynamic Host Configuration Protocol) for dynamic addressing

TCP/IP

· TCP/IP is TCP and IP working together.
· TCP takes care of the communication between your application software (i.e. your browser) and your network software.

· IP takes care of the communication with other computers.

· TCP is responsible for breaking data down into IP packets before they are sent, and for assembling the packets when they arrive.

· IP is responsible for sending the packets to the correct destination.

3. FTP: -
File Transfer Protocol (FTP) is a standard network protocol used to copy a file from one host to another over a TCP-based network, such as the Internet. FTP is built on a client-server architecture and utilizes separate control and data connections between the client and server. FTP uses the Internet's TCP/IP protocols to enable data transfer. is a procedure used to upload and download files to and from your web server. FTP is a special way to login to another Internet site for the purposes of retrieving and/or sending files.
4. ELECTRONIC-MAIL:-

Commonly called email or e-mail, is a method of exchanging digital messages from an author to one or more recipients.
An email message consists of two components, the message header, and the message body. The message header contains control information, including, minimally, an originator's email address and one or more recipient addresses. Usually descriptive information is also added, such as a subject header field and a message submission date/time stamp.
Today's email systems are based on a store-and-forward model. Email servers accept, forward, deliver and store messages. Neither the users nor their computers are required to be online simultaneously; they need connect only briefly, typically to an email server, for as long as it takes to send or receive messages.

5. SIMPLE MAIL TRANSFER PROTOCOL
SMTP (Simple Mail Transfer Protocol) is a TCP/IP protocol used in sending and receiving e-mail. However, since it's limited in its ability to queue messages at the receiving end, it's usually used with one of two other protocols, POP3 or Internet Message Access Protocol, that let the user save messages in a server mailbox and download them periodically from the server. In other words, users typically use a program that uses SMTP for sending e-mail and either POP3 or IMAP for receiving messages that have been received for them at their local server. SMTP usually is implemented to operate over Transmission Control Protocol port 25.
Simple Mail Transfer Protocol (SMTP), documented in RFC 821, is Internet's standard host-to-host mail transport protocol and traditionally operates over TCP, port 25. In other words, a UNIX user can type telnet hostname 25 and connect with an SMTP server, if one is present.

6. TELNET

Telnet is a protocol which is part of the TCP/IP suite. It is quite similar to the UNIX rlogin program. Telnet allows you to control a remote computer from your own one. It is terminal emulation software. Means telnet lets you remotely log into another system and browse files and directories on the remote system.Telnet are valuable because it’s easy to use and basic to the network.  
Ten Features of a Good Web Site

· Easy to read.

· Easy to navigate. A visitor should be able to find the information they are looking for without hassle and frustration.

· Comfortably viewed. A Web site should be easily viewable in all screen sizes without a visitor having to scroll horizontally (left to right).

· Quick to download. Graphics and sounds add download time to a Web page.

· Avoid dead links. Make sure that links on all your pages are working, whether they are internal links to pages within your site, or links to external Web sites.

· Keep the content fresh. People are more apt to return to your Web site if they find new and interesting material.
· Clear and to the point. Visitors should have a clear understanding of what your Web site is about when they visit.

· Keep your target audience in mind. Think about the people who would be interested in visiting your Web site.

· Provide a form for visitors to contact you. Visitors are more likely to fill out a form to contact you than clicking on an e-mail link. Always make things easy for your visitors… especially contacting you.

· Browser compatible. Check your Web site in the most popular browsers to make sure everything is displayed properly.
· Website content comes before website design.
	CORPORATE WEB-SITE
	INDIVIDUAL WEB-SITE

	· A corporate website or corporate site is an informational website operated by a business or other private enterprise such as a charity or nonprofit foundation.
	· A personal website is a non-commercial website about an individual or a small group (such as a family) that contains information or any content that the individual wishes to include. The typical motive in creating such a site is to share interesting information and ideas

	These may include:

· An employment section where the company lists open positions and/or tells job seekers how to apply

· Investor pages with the annual report, business plan, current stock price, financial statements, overview of the company structure, SEC filing or other regulatory filings

· Pages for employees, suppliers, customers, strategic partners, affiliates, etc.


	These may include:
· Personal homepages are rare.
· A personal website accumulates information about a person's marketable skills.
· Anything you write for an external site should also be posted on your website.
· Personal pictures.

	· No. of web pages will be more.
	· No. of web pages will not be more.

	· Site visitors are large in number.
	· Site visitors are not so many in numbers.

	· Cost is very heavy
	· Cost is not so much high.


WEB PROJECTS:-
A web project is an application that is accessed over a network such as the Internet or an intranet. The term may also mean a computer software application that is hosted in a browser-controlled environment. or coded in a browser-supported language. Every Web project should begin with a thorough examination of customer requirements and project goals. Person having technical and practical skills can develop projects.
1. A Customer Definition (Target users):- which answers questions like: who is the Web project for? What are their goals and needs?; and more. 

2. Conduct a Client Survey Interview (Objective) :- The purpose of this interview is to determine the purpose of the project, the target audience, branding/perception goals, content source, initial technical specs and communication strategy. 
3. Write the Project Brief/Creative Brief :- Based on the information gathered in the client survey, write the project brief to define in black and white the project goals, audience profile, audience perception, primary message and competitive advantage. Here is a sample project brief. 

4. Develop Persona(s) :- Look back at the client survey and project brief and develop a persona for the primary audience

5. Write the Project Technical Specifications (Requirements) :- Using the information gathered in the client survey along with the technical standards of your organization, document the Technical Specifications to clearly establish requirements like screen resolution, browser compatibility, download time, web standards and accessibility. 
6. Product Research: - may include an evaluation of an existing product or a comparison of similar systems.
7. Budget: - A budget is a list of all planned expenses and revenues. It is a plan for saving and spending.
8. Develop the Project Plan/Timeline :- Establish the timeline for deliverables and tasks for each phase of the project. Assign due dates and resources. 

9. Document Maintenance Considerations: - Develop a web site maintenance plan that documents how the site will be updated and reviewed regularly. Why in the world would you consider maintenance at the beginning of a project? It is important to set clear expectations that web site and web applications require support and maintenance. Help make sure your clients plan to keep the site healthy by explaining maintenance requirements up front. 
CYBER LAWS:-
Cyberlaw is a term that encapsulates the legal issues related to use of communicative, transactional, and distributive aspects of networked information devices and technologies. Information Technology Law (or IT Law) is a set of recent legal enactments, currently in existence in several countries, which governs the process and dissemination of information digitally. These legal enactments cover a broad gamut of different aspects relating to computer software, protection of computer software, access and control of digital information, privacy, security, internet access and usage, and electronic commerce.
Cyber law describes the legal issues related to use of inter-networked information technology.The law is based on the basic principles of transparency and clarity
What is Cyberlaw?



Internet is believed to be full of anarchy and a system of law and regulation therein seems contradictory. However, cyberspace is being governed by a system of law and regulation called Cyberlaw. There is no one exhaustive definition of the term "Cyberlaw". Simply speaking, Cyberlaw is a generic term which refers to all the legal and regulatory aspects of Internet and the World Wide Web. Anything concerned with or related to or emanating from any legal aspects or issues concerning any activity of netizens and others, in Cyberspace comes within the ambit of Cyberlaw. The growth of Electronic Commerce has propelled the need for vibrant and effective regulatory mechanisms which would further strengthen the legal infrastructure, so crucial to the success of Electronic Commerce. All these regulatory mechanisms and legal infrastructures come within the domain of Cyberlaw.



Q.2. What is the importance of Cyberlaw?

Cyberlaw is important because it touches almost all aspects of transactions and activities on and concerning the Internet, the World Wide Web and Cyberspace. Initially it may seem that Cyberlaws is a very technical field and that it does not have any bearing to most activities in Cyberspace. But the actual truth is that nothing could be further than the truth. Whether we realize it or not, every action and every reaction in Cyberspace has some legal and Cyber legal perspectives.



CYBERCRIME

Q.12. What is Cybercrime? 
When Internet was developed, the founding fathers of Internet hardly had any inclination that Internet could also be misused for criminal activities. Today, there are many disturbing things happening in cyberspace. Cybercrime refers to all the activities done with criminal intent in cyberspace. These could be either the criminal activities in the conventional sense or could be activities, newly evolved with the growth of the new medium. Because of the anonymous nature of the Internet, it is possible to engage into a variety of criminal activities with impunity and people with intelligence, have been grossly misusing this aspect of the Internet to perpetuate criminal activities in cyberspace. The field of Cybercrime is just emerging and new forms of criminal activities in cyberspace are coming to the forefront with the passing of each new day.


Q.13. What are the various categories of Cybercrimes? 

Cybercrimes can be basically divided into 3 major categories being Cybercrimes against persons, property and Government.



Cyber Law of India : Introduction 
In Simple way we can say that cyber crime is unlawful acts wherein the computer is either a tool or a target or both 
Cyber crimes can involve criminal activities that are traditional in nature, such as theft, fraud, forgery, defamation and mischief, all of which are subject to the Indian Penal Code. The abuse of computers has also given birth to a gamut of new age crimes that are addressed by the Information Technology Act, 2000. 
We can categorize Cyber crimes in two ways

The Computer as a Target :-using a computer to attack other computers. 
e.g. Hacking, Virus/Worm attacks, DOS attack etc. 
The computer as a weapon :-using a computer to commit real world crimes. 
e.g. Cyber Terrorism, IPR violations, Credit card frauds, EFT frauds, Pornography etc.

Cyber Crime regulated by Cyber Laws or Internet Laws. 
Technical Aspects

Technological advancements have created new possibilities for criminal activity, in particular the criminal misuse of information technologies such as 
a. Unauthorized access & Hacking:- 
Access means gaining entry into, instructing or communicating with the logical, arithmetical, or memory function resources of a computer, computer system or computer network. 
Unauthorized access would therefore mean any kind of access without the permission of either the rightful owner or the person in charge of a computer, computer system or computer network. 
Every act committed towards breaking into a computer and/or network is hacking. Hackers write or use ready-made computer programs to attack the target computer. They possess the desire to destruct and they get the kick out of such destruction. Some hackers hack for personal monetary gains, such as to stealing the credit card information, transferring money from various bank accounts to their own account followed by withdrawal of money. 
By hacking web server taking control on another persons website called as web hijacking 
b. Trojan Attack:- 
The program that act like something useful but do the things that are quiet damping. The programs of this kind are called as Trojans. 
The name Trojan Horse is popular. 
Trojans come in two parts, a Client part and a Server part. When the victim (unknowingly) runs the server on its machine, the attacker will then use the Client to connect to the Server and start using the trojan. 
TCP/IP protocol is the usual protocol type used for communications, but some functions of the trojans use the UDP protocol as well. 
c. Virus and Worm attack:- 
A program that has capability to infect other programs and make copies of itself and spread into other programs is called virus. 
Programs that multiply like viruses but spread from computer to computer are called as worms. 
d. E-mail & IRC related crimes:- 
1. Email spoofing 
Email spoofing refers to email that appears to have been originated from one source when it was actually sent from another source. Please Read  
2. Email Spamming 
Email "spamming" refers to sending email to thousands and thousands of users - similar to a chain letter. 
3 Sending malicious codes through email 
E-mails are used to send viruses, Trojans etc through emails as an attachment or by sending a link of website which on visiting downloads malicious code. 
4. Email bombing 
E-mail "bombing" is characterized by abusers repeatedly sending an identical email message to a particular address. 
5. Sending threatening emails 
6. Defamatory emails 
7. Email frauds 
8. IRC related 
Three main ways to attack IRC are: "verbalâ⦣8218;?Ŧ#8220; attacks, clone attacks, and flood attacks. 
e. Denial of Service attacks:- 
Flooding a computer resource with more requests than it can handle. This causes the resource to crash thereby denying access of service to authorized users. 
Examples include 
attempts to "flood" a network, thereby preventing legitimate network traffic 
attempts to disrupt connections between two machines, thereby preventing access to a service 
attempts to prevent a particular individual from accessing a service 
attempts to disrupt service to a specific system or person.

You can check some confidentiality agreement template of online websites here. 
Cyber Law Introduction
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Distributed DOS
A distributed denial of service (DoS) attack is accomplished by using the Internet to break into computers and using them to attack a network.

Hundreds or thousands of computer systems across the Internet can be turned into “zombies” and used to attack another system or website.

Types of DOS
There are three basic types of attack:

a. Consumption of scarce, limited, or non-renewable resources like NW bandwith, RAM, CPU time. Even power, cool air, or water can affect.
b. Destruction or Alteration of Configuration Information
c. Physical Destruction or Alteration of Network Components
e. Pornography:-
The literal mining of the term 'Pornography' is “describing or showing sexual acts in order to cause sexual excitement through books, films, etc.” 

This would include pornographic websites; pornographic material produced using computers and use of internet to download and transmit pornographic videos, pictures, photos, writings etc.

Adult entertainment is largest industry on internet.There are more than 420 million individual pornographic webpages today. 

Research shows that 50% of the web-sites containing potentially illegal contents relating to child abuse were ‘Pay-Per-View’. This indicates that abusive images of children over Internet have been highly commercialized.

Pornography delivered over mobile phones is now a burgeoning business, “driven by the increase in sophisticated services that deliver video clips and streaming video, in addition to text and images.”

Effects of Pornography
Research has shown that pornography and its messages are involved in shaping attitudes and encouraging behavior that can harm individual users and their families.

Pornography is often viewed in secret, which creates deception within marriages that can lead to divorce in some cases. 

In addition, pornography promotes the allure of adultery, prostitution and unreal expectations that can result in dangerous promiscuous behavior.

Some of the common, but false messages sent by sexualized culture. 

Sex with anyone, under any circumstances, any way it is desired, is beneficial and does not have negative consequences. 

Women have one value - to meet the sexual demands of men.

Marriage and children are obstacles to sexual fulfillment.

Everyone is involved in promiscuous sexual activity, infidelity and premarital sex.

Pornography Addiction

Dr. Victor Cline, an expert on Sexual Addiction, found that there is a four-step progression among many who consume pornography.

1.Addiction: Pornography provides a powerful sexual stimulant or aphrodisiac effect, followed by sexual release, most often through 

masturbation. 

2.Escalation: Over time addicts require more explicit and deviant material to meet their sexual "needs." 

3.Desensitization: What was first perceived as gross, shocking and disturbing, in time becomes common and acceptable. 

4.Acting out sexually: There is an increasing tendency to act out behaviors viewed in pornography. 

g. Forgery:-
Counterfeit currency notes, postage and revenue stamps, mark sheets etc can be forged using sophisticated computers, printers and scanners. 

Also impersonate another person is considered forgery.

h. IPR Violations:-
These include software piracy, copyright infringement, trademarks violations, theft of computer source code, patent violations. etc. 

Cyber Squatting- Domain names are also trademarks and protected by ICANN’s domain dispute resolution policy and also under trademark laws.

Cyber Squatters registers domain name identical to popular service provider’s domain so as to attract their users and get benefit from it. 

i. Cyber Terrorism:-
Targeted attacks on military installations, power plants, air traffic control, banks, trail traffic control, telecommunication networks are the most likely targets. Others like police, medical, fire and rescue systems etc.

Cyberterrorism is an attractive option for modern terrorists for several reasons. 

1.It is cheaper than traditional terrorist methods. 

2.Cyberterrorism is more anonymous than traditional terrorist methods. 

3.The variety and number of targets are enormous. 

4.Cyberterrorism can be conducted remotely, a feature that isespecially appealing to terrorists. 

5.Cyberterrorism has the potential to affect directly a larger number of people. 

j. Banking/Credit card Related crimes:-
In the corporate world, Internet hackers are continually looking for opportunities to compromise a company’s security in order to gain access to confidential banking and financial information. 

Use of stolen card information or fake credit/debit cards are common.

Bank employee can grab money using programs to deduce small amount of money from all customer accounts and adding it to own account also called as salami.

k. E-commerce/ Investment Frauds:-
Sales and Investment frauds. An offering that uses false or fraudulent claims to solicit investments or loans, or that provides for the purchase, use, or trade of forged or counterfeit securities. 

Merchandise or services that were purchased or contracted by individuals online are never delivered.

The fraud attributable to the misrepresentation of a product advertised for sale through an Internet auction site or the non-delivery of products purchased through an Internet auction site.

Investors are enticed to invest in this fraudulent scheme by the promises of abnormally high profits.

l. Sale of illegal articles:-
This would include trade of narcotics, weapons and wildlife etc., by posting information on websites, auction websites, and bulletin boards or simply by using email communication. 

Research shows that number of people employed in this criminal area. Daily peoples receiving so many emails with offer of banned or illegal products for sale.

m. Online gambling:- 
There are millions of websites hosted on servers abroad, that offer online gambling. In fact, it is believed that many of these websites are actually fronts for money laundering. 

n. Defamation: -
Defamation can be understood as the intentional infringement of another person's right to his good name. 

Cyber Defamation occurs when defamation takes place with the help of computers and / or the Internet. E.g. someone publishes defamatory matter about someone on a website or sends e-mails containing defamatory information to all of that person's friends. Information posted to a bulletin board can be accessed by anyone. This means that anyone can place

Cyber defamation is also called as Cyber smearing.

Cyber Stacking:-
Cyber stalking involves following a persons movements across the Internet by posting messages (sometimes threatening) on the bulletin boards frequented by the victim, entering the chat-rooms frequented by the victim, constantly bombarding the victim with emails etc. 

In general, the harasser intends to cause emotional distress and has no legitimate purpose to his communications.

p. Pedophiles:-

Also there are persons who intentionally prey upon children. Specially with a teen they will let the teen know that fully understand the feelings towards adult and in particular teen parents. 

They earns teens trust and gradually seduce them into sexual or indecent acts.

Pedophiles lure the children by distributing pornographic material, then they try to meet them for sex or to take their nude photographs including their engagement in sexual positions. 

q. Identity Theft :- 

Identity theft is the fastest growing crime in countries like America. 

Identity theft occurs when someone appropriates another's personal information without their knowledge to commit theft or fraud. 

Identity theft is a vehicle for perpetrating other types of fraud schemes. 

r. Data diddling:-
Data diddling involves changing data prior or during input into a computer. 

In other words, information is changed from the way it should be entered by a person typing in the data, a virus that changes data, the programmer of the database or application, or anyone else involved in the process of having information stored in a computer file.

It also include automatic changing the financial information for some time before processing and then restoring original information.

s. Theft of Internet Hours:-
Unauthorized use of Internet hours paid for by another person. 

By gaining access to an organisation's telephone switchboard (PBX) individuals or criminal organizations can obtain access to dial-in/dial-out circuits and then make their own calls or sell call time to third parties.

Additional forms of service theft include capturing 'calling card' details and on-selling calls charged to the calling card account, and counterfeiting or illicit reprogramming of stored value telephone cards.

t. Theft of computer system (Hardware):-
This type of offence involves the theft of a computer, some part(s) of a computer or a peripheral attached to the computer. 

u. Physically damaging a computer system:- 
Physically damaging a computer or its peripheralseither by shock, fire or excess electric supply etc.

v. Breach of Privacy and Confidentiality 
Privacy 
Privacy refers to the right of an individual/s to determine when, how and to what extent his or her personal data will be shared with others. 

Breach of privacy means unauthorized use or distribution or disclosure of personal information like medical records, sexual preferences, financial status etc.

Confidentiality
It means non disclosure of information to unauthorized or unwanted persons. 

In addition to Personal information some other type of information which useful for business and leakage of such information to other persons may cause damage to business or person, such information should be protected.

Generally for protecting secrecy of such information, parties while sharing information forms an agreement about he procedure of handling of information and to not to disclose such information to third parties or use it in such a way that it will be disclosed to third parties.

Many times party or their employees leak such valuable information for monitory gains and causes breach of contract of confidentiality.

Special techniques such as Social Engineering are commonly used to obtain confidential information.

